
Starting Network Investigations 

With user complaints about the network often being short on details, it can be difficult to 
know where to start. The best way is often by looking up the stack and ruling out 
possibilities. We’ve looked at physical-layer and network-layer problems (check out the 
other links.) Here, we’ll discuss a bit more of the network layer and finish with the 
application. 

1) Review Quality of Service (QoS) settings 
QoS is used primarily for VoIP, video, or Unified Communications apps. Confirm that it’s set 
correctly by viewing the frame. Be sure applications like Voice receive the highest QoS 
setting possible. 

Checking Application Precedence 
When implementing any communications application, ensuring bandwidth availability 
through QoS is imperative. Failing to implement QoS opens up the possibility of interference 
from other applications on the network, a problem known as contention. We’ll look at the 
various methods for confirming the precedence or QoS settings within Observer. 

By Packet 
To view the precedence setting for a single packet, click on the packet and look in the detail 
decode. In the packet header, you can identify the setting. In this example, precedence is set 
to 18. In Observer you can choose to set the QoS to be displayed as Type of Service (TOS) or 
Differentiated Services (DSCP) by making the appropriate choice in the probe settings. 

 



By Protocol 
Observer also displays protocols by the QoS setting. In this case, notice that RTP streams are 
set at 46 and 18. This settings mismatch (streams at two different priorities) may explain the 
VoIP quality issues. 

 

Main Menu, Protocols 

For VoIP 
If you’re tracking problems that are related to VoIP applications, use the VoIP Expert to view 
VoIP metrics like jitter and call quality scoring along with precedence settings. 

 

 

 



Main Menu, Expert Analysis, VoIP Events 

Ultimately you want to ensure precedence settings are consistent throughout the entire 
network and critical applications are set at a higher priority. 

2) Measuring network latency 
Here are four different ways to measure network latency: 

- View the 3-way handshake within TCP. Locate the SYN, the SYN-ACK, and the 
corresponding ACK to initiate a connection. Using the initial SYN request as the starting 
point, measure the round trip to identify network latency, by setting the relative time to 
zero on the SYN packet and reading the relative time from the final ACK packet of the 3-way 
handshake. 

- With DHCP (Dynamic Host Configuration Protocol), there are 4 frames that travel across 
the network to obtain an IP address for a machine. Use these frames to calculate 
approximate network response time. First, the client sends a Discover, the server responds 
with an Offer. The client then makes a Request, and the Server sends an Ack. DHCP rides on 
top of UDP protocol, whereas the earlier method of determining response time uses TCP as 
the transport protocol. 

- Track DNS requests and responses which also use UDP protocol to give you another 
response time metric. Use different protocols to establish reference points to assess the 
problem location. 

- Send an ARP request to the default gateway and time the response. 

3) Find the TCP SYN packet 
Use Connection Dynamics or view the packets to find the TCP SYN Packet. Upon finding the 
SYN Packet within Connection Dynamics, right-click on the packet and select decode. Go to 
the bottom of the TCP header in the middle pane, and under TCP options find the listing for 
the maximum segment size. The most efficient segment size in 10/100 Ethernet is 1460. In 
that same location, verify other options, such as SACK, Scaling Window, and Timestamps, 
are set properly. Remember Gigabit Ethernet can support Jumbo frames, which means 
increasing the maximum segment size accordingly. 

4) TCP Window Size 
Use Observer Expert to view the TCP Window Size for the connections. In Expert, there is a 
Zero Window Column, if you see Zero Windows, typically the device is having a resource 
issue. Sometimes the window size is set too low which can cause inefficient transfers of data 
and possible congestion problems. 

5) TCP Retransmission 
TCP Retransmissions are caused by many things. Use Observer’s Expert Analysis to tracks 
these in TCP Events. If you’re seeing a lot of retransmission issues, check the physical layer 
which can be a common source of retransmissions. Second take double-sided captures and 
use Multi-Hop Analysis to see if the other party or a server might be responsible. 



6) Urgent Bit setting 
Although the Urgent Bit is rarely used, network professionals should be familiar with it. If 
the Urgent Bit is set, the application is able to notify the other party of an issue that could 
impair communication. 

7) Application thread processing time 
First, identify whether the application is taking too long to process requests or respond. 
Second, check if the application is filling the maximum segment size. Remember 1460 is 
most efficient. 

If the network layer is determined to be error free, the next step will be to analyze 
application performance in greater depth.  You can also sharpen your network and 
application troubleshooting skills by signing up for one of our classes. 

 

 

 


